Passive FTP broken in SharePoint Designer 2007

Maybe you got the idea to use SharePoint Designer 2007 for also designing websites
which are not related to SharePoint in any way. If those sites are hosted on Linux

machines there is the chance that you will run into similar problems like me.

As | was not able to solve these problems in the first place my last resort seemed to

be capturing a packet trace to get an idea what is going on under the hood.

If you are not interested in further details you could stop reading here and switch
SharePoint Designer to use active FTP mode to fix the problem as follows. Open
Internet Options from the Control Panel and uncheck to use passive ftp. This will also
disable passive FTP in SharePoint Designer.

Allgemein I Sicherheit I D atenzchutz | Inhalte I
‘erbindungen I Pragramme Enueitert
Einztellungen:
) Miemals ;I

a

[ Menii fuir personliche Favariten aktivieren

Micht verwendete Ordrer im Verlauf und in Favaoriten schlisfer
Optimierten Bildlauf verwenden

Ordrerangicht fur FTP-Sites aktivieran |

[ |Passives FTP venwenden [fiir Firewall und DSL-Maoder-K.ompatibilit st

-

Setenubengange akhvieren |

O Skriptdebugging deaktivieren [Anders]

Skriptdebugaing deaktivieren [Internet Explarer]

O Skripttehler anzeigen

IRLz irmmer als JTF-3 zenden [Meustart erfarderlich]

O URLs in Kurzfarm anzeigen

YWerknipfungeh im gleichen Fenster affnen

O ‘Yemwenden von Autadvervallstindigen

Vizuelle Stile auf Schaltflachen und Steuerelementen in \Webse

Zeitplan zur Sunchranizieng van Offineabjekten aktivieref
3

Wiederherstelen |

Ok I Abbrechen | Ubernehmenl

Passive FTP broken in SharePoint Designer 2007

gig mbh berlin
1.07.2009



If you are interested in further details just take a look at the following screen captures:
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Filter: I ¥  Expression... Clear Apply
Mo, - | Tirne: | Source | Destinakion | Protocol | Info ;I
6 0.029431 192.168.100. 24 192.168.100.25 TCP ftp » msfw-storage [ACK] Seq=21 Ack=12 win=5
7 0.031049 152.168.100. 24 192.168.100. 25 FTP Response: 331 Please specify the password.
8 0.031440 152.168.100.25 192.168.100.24 FTF Request: PASS 12345678
9 0.038347 192.168.100. 24 192.168.100.25 TCP ftp » msfw-storage [ACK] Seq=55 Ack=27 win=5
10 0,042619 192,168,100, 24 192.168.100.25 FTP Response: 230 Login successful.
11 0.044575 152.168.100.25 192.168.100.24 FTF Reguest: TYPE I
12 0.045857 192.168.100. 24 192.168.100.25 TCR ftp » msfw-storage [ACK] Seq=78 Ack=35 win=5
13 0.049215 192.168.100. 24 192.168.100.25 FTP Response: 200 switching to Binary mode.
14 0.050477 152.168.100.25 152,168,100, 24 FTP Regquest: PASY
i 5 0 ji 1 Entering ]
0.052548 152.168.100.25 1%2.168.100.24 TCP msfw-s—storage > 11836 [S¥N] sSe i 240
17 0.053393 152,168,100, 24 152.168,100.25 TCP 11836 > msfw-s-storage [SYN, ACK] Seg=0 Ack=
18 0.053702 152.168.100.25 192.168.100.24 TCP msfw-s—storage > 11836 [ACK] Seqg=1l Ack=1l win
19 0.054021 192.168.100. 25 192.168.100. 24 FTF Request: SIZE genericsacrobat.gif
20 0.058322 152.168.100. 24 1%2.168.100.25 FTF Response: 213 227
21 0.058681 152.168.100. 25 192.168.100. 24 FTP Request: RETR generic/sacrobat.gif
27 0.0ARNNSTF 192 . TAR.100. 24 192 . 1TAR.100.25 FTF Resnnnse: 150 oneninn RTMARY mnde data cnnne T

-

i

Frame 15 (105 bytes on wire, 105 bytes captured)
Ethernet II, src: vmware_f4:3F:e9 (00:0c:29:T4:3F:e9), Dst: vmware_f2:3b:d3 (00:0c:29:F2:3h:d3)
Internet Protocol, Src: 192.168.100.24 (192.168.100.24), Dst: 192.168.100.25 (192.168.100.25)
Transmission Control Protocol, sSrc Port: ftp (210, Dst Port: msfw-storage (21710, sSeq: 109, aAck: 41, Len: 51
File Transfer Protocol (FTP)
E 227 Entering Passive Mode 192,168,100,24,46,600.%%n
rResponse code: Entering Passive Mode (227)
Response arg: Entering Passiwve Mode (1592,168,100,24,46,60).

Passive IP address: 192.1658.100.24 (192.165.100.24)
- Passive port: 11836
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On Packet number 14 you can see that SharePoint Designer requests passive FTP
mode and the FTP server (vsftpd here) enters passive FTP mode and advises
SharePoint Designer on packet number 15 to use port 11836 for the data connection.

What follows on packet number 16 to 18 is the TCP three-way-handshake where the
data connection is successfully initiated.

All seems to work well until here.
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When SharePoint Designer requests to receive additional data during the same
session it again request passive FTP mode and the FTP server again enters passive
FTP mode this time advising SharePoint Designer on packet number 33 to use Port
50734 for the data connection.

On packet number 34 you can see that SharePoint Designer is simply ignoring this
and instead tries to establish a data connection on port 11836 which was used for the
previous transfer. Is goes without saying that the FTP server did not listen for a
connection on that port and that the connection is terminated by a TCP RST+ACK on
packet number 35.
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Mo, - |Time |Source |Destinati0n |Pr0t0c0| |InF0 d
. U I92, 105, I9Z, 188, IUU. 23 FTF FESEONS ey 190 UEer Iy BLMART Mot Odtd Cormie
062098 192.168. 192.168.100.25 FTP-DATA FTP Data: 227 hytes
062815 192.168. L1100, 25 TCP 11836 > msfw-s-storage [FIN, ACK] Seq=228 ACJ
. 064500 192.168. L100. 24 TCP msfw-s—storage > 11836 [ACK] Seq=1l Ack=229 W
L 065831 152,168, L1100, 24 TCP msfw-s—storage > 11836 [FIN, ACK] Seqg=l Ack=
. 069449 192.168. L100. 25 TCP 11836 > msfw-s-storage [ACK] Seg=229 Ack=2 W
. 074873 192.168. L100.25 FTP Response: 226 File send K.
L 075094 192.168. L1000, 24 TCP msfw-storage > ftp [ACK] Seq=93 Ack=266 win=
LOFB205 192.168. L1000, 24 FTF Reguest: TYFE A
. 079660 1592.168. .100.25 FTP Response: 200 Switching to ASCII mode.
168.

L1000, 24 FTF Reques‘t PASY

. 240071 92,168, 92,168, .24 g msfw storage > Ftp [ACK] eq 107 A
. 568427 : : : : : : msfw-replica > 11836 [S¥H] Seq=0 W'ln 64240 L
0. 588536 52, 168.100. 2 152.168.100.25 cP 11836 > msiw— CK] Seg=1 Ack=]
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Frame 33 (106 bytes on wire, 106 bytes captured)
Ethernet II, src: vmware_T4:3f:e9 (00:0c:29:f4:3F:29), Dst: wvmware_f2:3b:d3 (00:0c:29:F2:3b:d3)
Internet Protocol, Src: 192.168.100.24 (192.168.100.24), Dst: 192.168.100.25 (192.168.100.25)
Transmission Control Protocol, Src Port: ftp (21), Dst Port: msfw-storage (2171), Seq: 296, ack: 107, Len: 52
File Transfer protocol (FTP)
= 227 Entering Passive Mode (192,168,100,24,198,46).%r%n
Response code: Entering Passive Mode (227)
Response arg: Entering Passiwve Mode (192,168,100,24,198,46).

Passiwve IP address: 192.168.100.24 (192.163.100.24)
- Passive port: 50734
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